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Ob6wme ceBeageHust o nporpaMMHoOM obecrneveHnn.

[Iporpammuoe obGecnieuenue “Keycloak. ECHMA” - sto mporpamma mns DOBM,
SIBJISTFOIIICECS] TPEACTABICHHOW B OOBEKTUBHOU (hOpME COBOKYIMHOCTHIO JaHHBIX U KOMAH]I,
npeaHasHauYeHHBIX IS QYHKIMOHUPOBaHUS DBM UM Ipyrux KOMIIBIOTEPHBIX YCTPOWCTB, B
[ESIX TOJIyYCeHHUs OMPEACIICHHOTO pe3ysbTara, BKIOYas IOJArOTOBUTEIBHBIC MAaTEPHAIIBI,
MOJTyYCHHBIE B XOJi¢ pa3pabOTKH mporpaMMel st DOBM, u mopokaaeMble €10 BU3YyaJIbHBIC
OTOOpaKCHHUSI.

[IporpammHOe oOecrieueHHne 3aperuCTPUPOBAHO B KadyecTBe MporpaMmbl Juisi OBM B
Pocnarenre (CBunmerenbctBo No2024613512 ot 13.02.2024 ropa), mpaBoobiiagaTenem
KoToporo siBisieTcss OOIIecTBO ¢ OTpaHUYEHHON OTBETCTBEHHOCTHIO “IInaiis.py”.

[Iporpammuoe obGecneuenue “Keycloak. ECA” mpencraBnser co0oil OTAENbHBIH
moaynb ayreHtudukanmn yepes ECHUA ms cepepa Keycloak (https://keycloak.org),
MOJKIIIOYaeMbIi K CepBepy ayTEeHTU(HKAIUU IIOCPEICTBOM BCTPOCHHOTO MEXaHHM3Ma
pacmmpenust Keycloak mis croponrux mpoBaiinepoB ayrentudukanuu (identity provider).

[TporpammHOe oOecrieueHIe O3BOJISET BHIIOIHATH ayTEHTU(UKAIHMIO TI0JIb30BaTeNei
cepeepa  dyepes Enunyto CHCTeMYy  HWICHTU(UKAINH u ayTeHTH(UKauu
(https://esia.gosuslugi.ru).

TepMUHbI 1 COKpaLLEeHMS.

IIporpammHuoe [Tporpammuoe obecnieuenue “Keycloak. ECHA”
obecneuenue (I10)

Paszpabdorumnk/ OO0111ecTBO ¢ OTPaHUYEHHONW OTBETCTBEHHOCTHIO “Ilnaiis.py”
HUcnosanurenan
IMoab30BaTenn JIuno, monyuuBiiee qoctyt k [IporpaMmmaOMy o0OecrieueHuIo.

A3bIK NporpaMmMmnpoBaHus.

S3pIkamMu iporpaMMHUpoBaHus s [IporpaMMHOT0 00eCTIeUeHUS SIBIISIFOTCS:
° Java

YKM3HEHHbIN LUKKN nporpamMmmMmHoOro obecneyeHus.

[MpoekTnpoBaHue

ITpomecc mpoeKTHPOBaHNUS TTOAPA3IEIACTCS Ha HECKOJIBKO CTaIHH:
° npopaboTKa TEXHUYIECKOTO 3a/1aHMHS;
° MIOUCK TOIXOSANINX aPXUTEKTYPHBIX MTPOTYKTOB;


https://keycloak.org/
https://esia.gosuslugi.ru/

® AHAJIN3 COBMECTHUMOCTHU ITPOAYKTOB;,
® IIPOCKTUPOBAHNEC KOMIIOHCHTOB;,
[ ] MOATOTOBKA JOKYMCHTAIUH.

PaspaboTka nporpaMmHoro obecneyeHus

[Tpouecc pa3paboTKu MPOrpaMMHOTO OOECTICUEHUs BKIIFOUAET B CEOsI:
e PopabOTKy TEXHUYECCKOTO 3a/IaHus;
® OIpeJeIICHUE COCTaBa MOJYJICH U CTPYKTYP JaHHBIX;
e HaIlMCaHUWE MPOTrPaAaMMHOI0 KOJa;
e  KOMITHJISIUS KOJIA C SI3bIKA IPOTPaMMHUPOBAHUSA B 00BEKTHBIH KOJI;
e pa3paboTKa I0Jb30BaTEILCKOro HHTEpdeiica;
e cOOpKa MPUIIOKEHHS B UCTIOJHSAECMBIN (haii.

TecTupoBaHue

TectupoBanue BKiIO4aeT B ceOs ClIeAyIONINe CTAINH:
e aHanu3 TpeOOBaHMIA;
® I[UJJAHUPOBAHUE UCIIBITAHUI;

¢ TCCTHPOBAHUC.

[MogroToBka nepcoHana.

[lepconany 3aka3unka HeoOxoauMo 00manaTh 6a3oBbIMU HaBbikamu paboThl ¢ K.
[IpaBoobnagarens NpeaoCTaBseT TEKCTOBOE PyKOBOJICTBO MO yCTaHOBKE U HacTpoiike I10.

MoanepkaHne XMU3HEeHHOTo LinKna nporpammMHoro obecneyeHusi. Hosble
BeEpcUN N obHoBNEHNe, BKMoYast MHOPMAaLIMIO O COBEPLLEHCTBOBAHUN
Nno

[Tonnepsxanue >xu3HeHHOro nukia [IporpammHoro obecrneuenust odecneunBaercs 3a
CUET €ro COIPOBOXKICHHUSA W MPOBEJIEHHUs OOHOBIEHHH (MOJEpHU3AIMHM) B COOTBETCTBHU C
cOOCTBEHHBIM TUIAHOM TpaBooOnamatenss mo pgopadotrke I[1O, a Takke TO 3asgBKaMm
[Tonp3oBareneir. Ilpu ostom mnomnepxkanue IIO Britoyaer B ce0sf  KOHCYJbTAI[UH
[Tonp30Barenei Mo BOMpocaM €ro IKCIUTyaTaluy.

Oo6nosnenue [10 moxer nmpoucxoauts B cpeaHeM 1 pa3 B mecs. [lpu aToM nmopaepxka
npeasiaymux Bepeuit [10 coxpansercs.

B cinydae HeoOXOAMMOCTH mepexoja Ha HOBYIO BepCHIO, 3aka3zuMKy TpeOyercs
3aKJII0YaTh OTJIENbHBIN JI0rOBOP Ha MOCTaBKy 0OHOBIEeHHOH Bepeuu [10.

[Tonnepxanue *KU3HEHHOTO IMKJIa IPOrpaMMHOr0 oOecreueHus oOecrneunBaeTcs 3a
CUET CJIEAYIOIINX IPOLIECCOB:



e Pacmmupenue ¢ynkinuonana [IO B COOTBETCTBUU C COOCTBEHHBIM IIJIAHOM
nopabotok IIpaBooOnanarens u/unu Ha ocHOBe 0T3bIBOB [lonb3oBareneii;

e VYcrpaneHue c00€B M TEXHHYECKMX MpoOJeM, BBIABIEHHBIX B Ipollecce
skcruryaranuu 110;

e Bnecenne m3menenuii B [1O ¢ menpio onTUMH3AIUU €ro padboOThl (yIydiIeHUE
ObICTpOACHCTBUS, TOBbIIIEHHE J(PGEKTUBHOCTH HCIOJIB30BAaHUSI PECYpCOB,
MOBBIIIIEHUE YA00CTBA MOIH30BATEILCKOTO HHTEpderica u JIp.);

e Ocymectpienue nogaepxku Ilonp3oBareneii mo Bonpocam skcruryatanuu 110.

YcTpaHeHne HencnpaBHOCTEN

BrisBnenne neucnpaBHocrerr [1O ocymectBisercss B pe3yiibrare oOpaiieHus
[Tonb3oBareneil B cay>k0y MOAAEPKKH Ha 3JIeKTpoHHYI0 nouTy [IpaBoobnanaTens.

B cnywae mocrymnenusi oOpamienus oT Ilonmp3oBarenst cHenuanucT MOIACPKKA
3alpammrBaeT BCIO HEOOXOIUMYI0 MH(OPMAIMIO JJISi OIIEHKH MPOOJIEMBI M Ha OCHOBE STOU
nH(pOpMaILIUY IPUCBAUBAET € IPUOPHUTET, CPOKU UCIIPABICHUS U KOHKPETHOTO TEXHHUYECKOTO
CIELMAJIUCTa, OTBETCTBEHHOT'O 3a €€ YCTPAHEHHUE.

OCHOBHBIMHU JEHCTBUSIMH TEXHUYECKOTO CIELMATIUCTAa MPU YCTPAHEHUH MPOOIEMBI
SABJIIFOTCA:

® TMOATBEpPXJCHUE NPOOIEMBI, IMyTEM €€ BOCIPOU3BEICHHS B COOTBETCTBHUH C
MIOJIy4€HHOHN UHOpMaIHei;

e eciu mpobiemMa MOATBEPKIACHA, TPOUCXOIUT €€ JIOKATU3aIHsl, OI[eHKa CPOKOB U
yCTpaHEHHE, B XO0JI€ KOTOPOrO MOTYT OBbIThb HMPUBICYEHBI IPYrHe TEXHUYECKUE
CIELUAJIUCTHI;

e [I0CJI€ HCTIPaBJIEHMs IPOOJIEMBI KOJ TECTUPYETCS M MEPENAeTCsl Ha pacCCMOTPEHHE
JAPYroMy TEXHUYECKOMY CIIEIIUAINCTY C LENbI0 PEBU3HH KOJIA;

e B 3aBEPIICHUM IIPUHUMAECTCS PEIICHUE O BKJIIOYEHUU HCIPABICHUN B OJHMH W3
Oynyuux penu3oB [1O (unu B 6mmkaiiuii penus B COOTBETCTBUU C BHYTPEHHUM
rpadgukoM oOHOBJIEHUH VICTIOMTHUTENS WK e B OT/ACJIbHBINA BHETIJIAHOBBIN PeNiu3 B
clly4ae KpUTUIHOCTH MPOOIEMBI).

3amaun yCTpaHEHUs HEHCIPABHOCTEH W COBEPIICHCTBOBAHMS (DYHKIIMOHATEHOCTH
BBITIONHSIOTCS TOJTHOCTBIO cuiamu npaBooOmagatens [10.

JlanHble TIpollecChl MPOTEKAIT B  HEMPEpPBIBHOM pexume, 0e3 OCTaHOBKH
¢bynkuuonuposanus [10.

Takum 06pazoM, HEMCIIPABHOCTH, BBISIBIICHHBIE B X0/1€ dkcrutyatanuu [10, MoryT ObITh
HcIpaBiieHbl Pa3paboTuynkoM claeayrommm o0pa3om:

e OoOHosnenue I10;

o Enunuunas pabota crenmanucTa CIy>KObl TEXHUYECKOW MOAJIEPKKH 10 3ampocy

TOJIB30BaTEI.

CoBepLueHcTBOBaHME (MogepHM3aLUma) nporpaMMHOro obecneyvyeHums.

[IporpammHOe obecrieueHre pa3BUBACTCS: B HEM TOSIBIISIOTCSI HOBBIE IOTTOJIHUTEIbHBIE
BO3MOXXHOCTH, pacimupsercs (yHKIMOHAN, ONTUMHU3HpYyeTcs padoTa, OOHOBISETCS
uHTEepQerc.



OCHOBHBIMU HaIpaBJICHUSMU pabOT MO COBEpUICHCTBOBaHUIO M jAopabotke I[1O
SIBJISIFOTCSL:

e pacmupenue ¢pyHknuonana [10 c nenpro mpuBiaedeHus HOBBIX [losb3oBaTeneit u
noJJepKaHus HHTEPECa K HeMy y umeromuxcs [lonbs3oBareneit;

® yCTpaHEHHUE TeXHUYECKHX MPOOIIeM;

® ONTUMM3ALUS NPOU3BOAUTEIBHOCTU (KAaK C LIEJIbI0O ONTUMHU3ALMM PACXOJ0B Ha
nojajep>kaHue MHQPACTPYKTYphl CEPBEPOB, TaK U C IIEJIbI0 00ECHEUUTD JIyUIIUi
ypoBeHb B3aumozeiictsus [lonb3oBatens ¢ 110);

e oOHOBNEHHEe wHTepdeica (¢ 1enbl0 TMOBBICUTH yAOOCTBO  TOJB30BaHUS
¢dbyukauonanom [10).

PernameHT TexHn4eckon noaaepKkm

Ycnosus npenocrtasrieHnd ycnyr TEXHUNYECKOWN noaaepKKkm

yCJ'IyT U NOAACPKKH OKA3bIBAOTCA HHAUBUAYAJIBHO JJISI KaKAO0I'O MOJIb30BATCIIA.

Cnocobbl CBA3K C TEXHUYECKOW NOAAEPKKON

Texuundeckass  mommepkka  [lomb3oBareneit  ocymiectBisiercs B opmare
KOHCYJIbTUPOBAaHUs II0 BOMNpPOCAaM YCTAaHOBKH, aJAMHHHMCTPUPOBAHUS M OKCIUTyaTaluu
MIPOrpaMMHOT0 00€eCIeYeHHsI IO SJIEKTPOHHBIM KaHallaM CBSI3U (110 3JIEKTPOHHOM MOYTe) MU
MIMCBMEHHO 10 3a1pOoCy.

Jlia okazanusa TexHuueckoil noanepkku 110 [lonb3oBarenu Takxe MOTYT HaIIpaBIIsITh
BO3HHKAIOIIME BOMPOCHI MHChMEHHO Ha 3JICKTPOHHYIO MOUTY MO ajapecy support@playa.ru
WJIN IO KOHTaKTHOMY Homepy +7 (495) 540-48-52.

TexHuueckas nojepxka ocyuiectisiercs B padoune quu, ¢ 10:00 o 19:00 B paboune
JTHU 110 MOCKOBCKOMY BPEMEHHU.

BbinonHeHune 3anpocoB Ha TEXHUYECKYO nogaepxky

[Tonp3oBarens mpu Mmojaaue 3amnpoca Ha TEXHUYECKYIO MOJIJIEPKKY MPUIAEPKUBACTCS
MpaBWJia — OJIHOMY 3aIpOCy COOTBETCTBYET O/iHa Mpobiema. B ciyyae BOSHUKHOBEHUS MPU
BBITIOJTHEHUH 3aIpOCca HOBBIX BOIIPOCOB HIIM MPOOIIEM, 10 HUM OTKPBIBAIOTCS HOBBIE 3aIIPOCHI.

Ilonp30BaTenn npu mnoaadye 3anpocCa Ha TEXHHUYCCKYHO MOAACPKKY YKa3bIBACT
CICOYIOIIUE CBCACHUA:

o OIMCcaHue MPoOIIeMbI;

) CKPUHUIIOT (IIpY HAJIMYHUN);

° TEeXHUYECKHE JETal - IPU KaKUX YCIOBUS ObliIa MojlyyeHa mpobiema;
° KaK 4acTo mpo0bsema mposBIseTcs.
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B pamkax texamdeckoir mommepxkku I[1O co croponsl IlpaBooOnamarens Takxke
npenocrasisiercs [lonp30Barensm no 3ampocy ciaeayrouee:

* [IOMOIIb B HACTPOUKE U aJIMUHUCTPUPOBAHUU;

* IPEIOCTABJICHHUE CIIPABOYHON HHOpMAIUY;

* oObscHenue (QynkiuoHanma I10, momoms B skcruryatanuu I10 (TexHUYecKas
MOJICPKKA);

* npoBezieHue moaepuusanuu 110;

* IPEIOCTABJICHUE JOMOJIHUTEIBHON JOKYMEHTAIMH T10 3a1IpOocaMm;

* OKa3aHue UHOW MmoMollu U KoHcybTanui [lonb3oBarensam 110 no ux 3ampocy.

nOpFlD,OK BbINMOJIHEHUA p860T No OKa3aHU0 TEXHUYECKOW noanep>Kkn

B 3aBHCHMMOCTH OT cojaep)kaHHs 3alpoca M BO3MOXKHBIX BAPHAHTOB €0 PEIICHUS
3aKa34MKy TMPEIOCTABIAIOTCS BapHAaHTBl pPEIICHUsS BO3HHUKIIEH MpPOOJIIEeMbl COTJIACHO
colepkaHuio 3ampoca. Ilonb3oBarenb o00s3yeTcsl BBINOJIHATH BCE PEKOMEHIALUUU U
MPEIOCTaBIATh  HEOOXOMUMYIO  JOMOJHUTENBbHYI0  HMH(OpPMALMIO  CHEHUaTHCTaM
[IpaBoobnagarens Ui CBOEBPEMEHHOIO PEIICHHUs 3anpoca. 3anpolleHHas JOMOTHUTEIbHAS
nH(popMalys, PEKOMEHIAIMU U OTBETHI MOJIb30BATENS JOKYMEHTUPYIOTCS HUCIIOJHUTEIEM B
CUCTEME PETUCTPALIUHU 3a]1ad.

SaKprTllle 3alipoCoB B TEXHNYECKYO NMOoOOEPXKY

Ilocne nmoctaBkM OTBETA 3alpOC CUUTAETCS 3aBEPIICHHBIM, U IIEPEBOAMUTCA B TaKOE
COCTOSIHME TOCJ€ MOJY4YeHMs] TMOATBEPXKACHMUS OT 3aKa3uhka O pEIIEHUU WHIUIEHTA,
BBINOJIHEHUH UHBIX paboT.

B cinyuyae apryMeHTHpOBAaHHOIO HECOIVIACHS 3aKa3dyMKa C 3aBEpIICHHMEM 3arpoca,
BBITIOJIHEHUE 3apOca IPOI0JIKAETCS.

3aBepUICHHBIA 3allpoCc MNEPEXOJUT B COCTOSHHUE 3aKpPBITOrO IOCTE TOTYYEHHS
UCIIOJIHUTEJIEM NOATBEP)KIEHUS OT 3aKa3yMka O PELIEHUM 3ampoca. 3akpbITHE 3ampoca
MOATBEP)KIAaeT TMpPEACTaBUTENb 3aKa3uuKka. 3akpbITHE 3ampoca MOXKET WHUIMHPOBATh
3aKa34uK, €CIIM HaJJOOHOCTh B OTBETE Ha 3aIlpocC Mporaia.

NHdopmauus o nepcoHarne, Heobxognmom anst obecneyeHus
noaaepXku paboTocnocobHOCTH.

Moab3oBatenu 1O - nomkxHBl 00JMamaTh HaBBIKAMU pPabOTHI B BeO-Opaysepax
MOCPEACTBOM MCIOJIB30BaHUS MTEPCOHATHHOTO KOMIBIOTEPA, THOO0 HABBIKAMH HCIIOTH30BAHUS
MOOUIIBHBIX BEO-Opay3epoB MOCPEACTBOM HUCIIOJIb30BaHHSI MOOMIIBHBIX YCTPOHCTB Ha YPOBHE
MOJIb30BATETISI.

st pabotsel ¢ [1O [Tonp30oBaTemnto Kakux-1u00 CIeHATIbHBIX HABBIKOB MJTH OTIBITA JIJISI
ucnonbs3oBanus [10 He TpeOyercs, mo cBoemy xenanuto [lonb30BaTens MOKET 03HAKOMUTBCS
C PYKOBOACTBOM M0 wucnoib3oBaHuio I1O (wHCTpyKumei) Ha caitte IIpaBooOnamarens
https://playa.ru/keycloak-esia.

B npounecce pazpadorku 110 3ageiicTBOBaH ceAyOLIHIl EPCOHAT:


https://playa.ru/keycloak-esia

Texunueckas nomaep:kka IO:

KoanuecTBo: 1 yenosek

Moaepunsanus I1O:

O0s13anHocTH: 1 4eIoBeK

T'apanTuiinoe oocay;kupauue I1O:

KoanuecTBo: 1 yenosek

TpebdoBanus k pazpadorunky Keycloak. ECUA:

3uanue Java Standard Edition sepcwuii 11, 17,

3unanue ceTeBbix nmpotokosioB TCP/IP, HTTP, HTTPS;

3nanue pensuuoHHbIX bJI, onbiT pabotsl ¢ PostgreSQL;

3unanne cneuudukanuii Java Enterprise Edition (Jakarta Enterprise Edition): CDI,
JAX-RS, JPA;

VYBepeHHbIH noJib30BaTeNb Linux (paboTa B KOHCOJN);

HaBbik paboTsl ¢ cucTeMoil BepcuoHHOTO KoHTpouid Git;

XKenarensHo - 3nanue 6nbanoTexu padotsl ¢ kpunrorpadueir [OCT: CryptoPro JCP
2.0;

XKenarensHo — 3Hanue npoTokoia ayreHTrukanuu OpenlD Connect (OIDC);
XKenarensHo — onbiT padoTsl ¢ CI/CD ckpuntamu GitLab Community Edition;
KenarensHo — onbIT padotsl ¢ Docker, docker-compose.

Oo0s3anHocTH paspabdorunkos Keycloak. ECHA:
VYyactue B pazpabotke nporpammuoro ooecnieuenust Keycloak. ECUA.
TpeGoBanus k corpyannkam texundeckoii nogaepxkn Keycloak. ECUA:

[Tonumanue npuHuunoB padotsl [10 Keycloak. ECUA;

3HaHue TNPUHLUMIOB ayTeHTH(uKanuu mnonb3oBateneii B ECUA u umeromuxcs
OTpaHUYECHUH;

3Hanue npoueayp ycraHoku u Hactpoiiku [10 Keycloak. ECUA;

I'pamoTHast MUCHMEHHAs! M1 YCTHAs peyb;

BHuMaTensHOCTh, yMEHUE (OPMYIHPOBATH CBOM MBICIIH;

OneiT paboThl ¢ cucTeMod ympaBieHusi mpoekramMu Redmine — co3manue 3aaay,
KOHTPOJIb UCIIOJTHEHHUS;

YBepeHHslit monp30BaTenb Linux (padoTta B KOHCONN);

XKenatenpsHo — ombIT paboThI € cepBepoM BepcHoHHOTr0 KoHTpois GitLab Community
Edition: orcnexxnuBanue craryca cOOpok, GopMUPOBaHKE BEPCUM TUCTPUOYTHBA.

O0s13aHHOCTH COTPYAHUKOB TexHn4eckoi noagep:xkku Keycloak. ECHA:

O6paboTka BXOAAIINX 00palieHnid KIMEHTOB, OTBETHI Ha 0OpaIeHNs;
KoHcynbTupoBaHue KIMEHTOB IO TEXHHYECKMM acmektaM u ¢yHkiusm 10
Keycloak. ECUA;

OTcnexxuBaHue COCTOSIHUN OOpaIeHNi KIIMEHTOB.



NHdbopmauns o hakTuyeckom agpece pasmMmeLleHus
NHGPACTPYKTYpPbl paspaboTku nporpamMmmHoro obecnedeHms u
CNy>X0bl ee NogaepPXKKN.

KoHTakTHEBIE NaHHBIE:
e-mail: support@playa.ru
Tenedon: +7 (495) 540-48-52

dakTUuecKoe  pa3MelleHHEe  HUHPPACTPYKTYpbl  pa3pabOTKHM  MPOrpaMMHOTO
obecrieueHrs U CIy>KObl ee MOJAJIEPKKH, BKItouasi mepcoHan Pa3paboTunka, HaXoAsTcs MO

CIIEAYIOLIEMY aJpecy:

115114, r. MockBa, [TaBenenkas HaOepexHas, 1. 2. crp. 2. 3T. 04, mom. 32
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