Keycloak.ECMA. PyKoBOACTBO MO YCTaHOBKE N HAaCTPOMKe
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MporpammHoe obecneyeHne “Keycloak.ECUA” (nanee — MO u Keycloak.ECUA) sasnaeTcs
CaMOCTOATE/IbHbIM MOAY/IEM NPOXOXKAEHMA NPOLEAYPbl ayTEHTUDUKALUN Yepe3 EanHyto cuctemy
naeHTMbUKaunm n ayteHTndukaumm (aanee — ECUA) gns cepsepa Keycloak, kotopbiii noakntoUaercs
nocpeacTBOM BCTPOEHHOIO MexaHu3ma paclwmpenus Keycloak ans ctopoHHWX npoBanaepos
ayteHTUdUKaumm. Keycloak.ECMA nossonsaeT Hagnexawmm o6pa3om BbINOAHUTL NPOLEeAYPY NPOBEPKU
noa/IMHHOCTU NoNb30BaTeNen cepsepa Yepes EgmHyto cuctemy naeHTUdUKaumm n ayteHTMdUKaLmu.

YcTaHOBKa MoAyns NPon3BoAMTCA MYTEM KOMMPOBAHMA AOMNOAHUTE/bHbIX GaliNoB B AMPEKTOPUM
YCTaHOB/IEHHOTO cepBepa.
HacTpoiika Moayna BbINOAHAETCA B OCHOBHOM Yepes agMMHUCTPaTMBHbIN MHTepdeiic cepeepa Keycloak.

MpeaBapuTenbHble TpeboBaHKWA
Mepen ycTaHOBKOM W HAaCTPOMKOM MoAyNA Yepes agMUHUCTPATUBHBINA UHTepdelic Heobxoanmo
y6eauTbea, YTO BbIMOHEHbI CAeAyoLWMe Wark:

e Ballei opraHM3aumm 1 HGOPMALLMOHHOM cucTemMe paspelléH goctyn B ECUA, Bbl NogKAtoYeHbI
KaK MMHMMYM K TecToBOMY KOHTypy ECUA

e BaM M3BeCTHA MHEeMOHMKa Bawel cuctemol B ECUA, umeeTca AocTyn B aAMUHUCTPATUBHbIN
nHTepdeiic ECUA



e [N cepBepa BblAeNEeHO UMSA, paspellaemoe Yepes nybanyHble cepsepa DNS B BannaHbI
(«6enbit) IP agpec, Ha 3To UMmsA nonyyeH TLS ceptudumKaT (Hanpmumep, ¢ NOMOLLbIO cepBuca
Letsencrypt)

e /1A NPOMbILLNEHHOM 3KCMNyaTaLUmn — HeObXOAMMO AOMNOHUTENIbHO NPUOBPECTU CEPBEPHYIO
Anuensuto Ha CryptoPRO JCP 2.0 sepcun 2.0.41940-A, COOTBETCTBYIOLLYIO XapaKTepuCTUKam
Ballero cepeepa. A TecToBoW cpeabl ANCTPUBYTUB MOXKHO CKauaTb ¢ caiTa CrryptoPRO nocne
6ecnnatHon pernctpauum (https://cryptopro.ru/products/csp/jcp/downloads).

YcTaHoBKa cepBepa ¢ moaynem Keycloak.ECUA

YcTaHOBKa cepBepa BO3MOXHa Ha /1lobyto onepaunoHHyo CUCTEMY, 1A KOTOPOM cylecTByeT
peanusaums Java Development Kit (JDK) Bepcuun 17. [na npumepa paccmaTpmBaeTcsa YCTaHOBKa B Linux
C Ucnosb3oBaHWem gucTpmnbyTmnea ALT Server Bepcun 10 (peectpoBsas 3anmcb Ne 1541 8 PONO),
YCTaHOBKa B Apyrnx gucTpmnbytmneax 6yaet oTanM4aTbCA TONbKO B AETANAX.

[NogroToBKa K YCTAaHOBKe

Co30aHue nosb3osamerns
Cospalite nonb3oBaTtens, ot KoToporo byaet paboTtaTh cepsep. B aaHHOM Npumepe — 3TO NOAb30BaTeNb
keycloak

Yemaroska JDK

JDK Bepcum 17. PekomeHayeTca ncnonb3osaHune Axiom JDK (peectposas 3anucek Ne 5493 8 POMO) -
https://axiomjdk.ru/pages/downloads/#/java-17-Its , Tak:Ke MOXHO UCMO/b30BaTb NtOBYIO APYryIO
c6opKy (Eclipse, Amazon, Bellsoft n 1.n.)

YcmaHo8Ka u KoHpueypuposaHue CY6/]

PensunoHHan 6a3a gaHHbIX. PekomeHayeTtcs ucnonbsosaHue b PostgresPro Standard 16 (peectpoBas
3anucb Ne 104 8 POMMO) - https://postgrespro.ru/products/download/postgrespro/latest , Takyke MOKHO
MCNONb30BaTb CTaHAaPTHYIO cbopKy Postgres 16 (https://www.postgresql.org/)

Mocne ycraHosKkm CYB/ co3paiTte nonb3oBatens keycloak n 6a3y gaHHbix keycloak

Mocne yctaHoBKKU JDK 1 B[] B COOTBETCTBUM C UHCTPYKLMAMMK Npom3BoauTenein, HeobxoaMmo yCTaHOBUTb
Keycloak.

YemaHosKka u kKoHgueypuposaHue Keycloak
Ckavaite guctpmbytume Keycloak sepcum 23.0.7
(https://github.com/keycloak/keycloak/releases/download/23.0.7/keycloak-23.0.7 .tar.gz)

YctaHosuTe Keycloak B anpektopuio /opt/keycloak-23.0.7 1 ckoHbUrypupyiite B COOTBETCTBUM C
MHCTPYKUMen npoussoguTena (https://www.keycloak.org/guidesttserver).

B npunoxeHun 1 npuseaeHbl npumepbl KOHOUTYpaUMOHHbBIX GpaiinoB ana 3anycka cepsepa Keycloak c
NOMOLLbIO CTaHAAPTHOMO A4 6ONbLWMHCTBA AMCTPUBYTUBOB Linux mexaHnsma systemd

YcTaHOBKa npoBaKaepa 1 conyTcTayolmx dannos
CkonupyinTe B AnpeKkToputo providers yctaHoBNeHHOro paHee cepeepa Keycloak cneaytouwme dainbi:

1. daitn nposaligepa keycloak-esia-jcp.jar us AguCTpMbYTUBHOIrO KOMMIEKTa
2. ®aiinbl nopaepKku JsonPath 13 ancTpnbyTMBHOrO KOMNAEKTA

e json-path-2.7.0.jar

e json-smart-2.4.7.jar



https://axiomjdk.ru/pages/downloads/#/java-17-lts
https://postgrespro.ru/products/download/postgrespro/latest
https://repo1.maven.org/maven2/com/jayway/jsonpath/json-path/2.7.0/json-path-2.7.0.jar
https://repo1.maven.org/maven2/net/minidev/json-smart/2.4.7/json-smart-2.4.7.jar

e accessors-smart-2.4.7.jar

3. ®aitnbl M3 paHee nonydeHHoro anctpmbytuea JCP 2.0 Bepcuun 2.0.41940-A:

e AdES-core.jar
JCPRevCheck.jar
JCPRequest.jar
JCryptoP.jar
CAdES.jar
asnlrt.jar
JCPRevTools.jar
JCP.jar

e ASNI1P.jar

B cnyyae MCnonb30BaHMA ANA yNpaBAeHUA CEPBUCOM MexaHu3mMa systemd Heobxoanmo TakKe
no6aBuTb B ANpeKTOpUto providers daiinbl

e quarkus-systemd-notify-deployment-1.0.2.jar
e quarkus-systemd-notify-1.0.2.jar

CoszpaHue anpexktopnin ana pabotsl CryptoPRO

Co3paliTe Ha cepBepe cneaytowme AMpekTopumn (noapasymeBaeTcsa HTO CePBUC 3anyCKaeTca OT MMEHM
nonb3osatens keycloak):

/var/opt/cprocsp/keys/keycloak - Bnageneu keycloak, npasa 0700

/var/opt/cprocsp/tmp — snageneu, root, npasa 0777

3anyck 1 npoBepKa cepsepa
[Tocne BbINONHEHMA BCEX LLIAros 3anycrtute HaCTpOﬁKy cepBepa
S{KEYCLOAK_HOME}/bin/kc.sh build

M 3anyctute ero. lNpoBepbTe MO 10ram YTO CEpPBUC CTapPTOBaAN yCNeLwHo.

KoHdurypauma 3awmiLéHHoro coeamHeHma ¢ cepsepom (TLS)

XoTa TLS MoKHO cKoHbUrypupoBaTb HenocpeacTseHHo B Keycloak, pekomeHayeTca ycTaHOBKa
npokcupytowero Beb-cepeepa u KoHdurypauma TLS Ha HEM. MommMmo ynpolLeHus npoLenypbl
KOHUrypaumm TLS 3To facT BO3MOXKHOCTb 6osiee rMbKo ynpasasTb BUAMMOCTbIO OTAENbHbIX
KomnoHeHToB cepBepa Keycloak ans BHewHero mmpa. B npombllneHHOM 3KCNAyaTaumm He
peKoMeHAYeTCA OTKPbIBATb A/1A BHELHEro A0CTyna agMUHUCTPaTUBHbIN nHTepdeiic Keycloak, octasums
[0CTYyN U3 BHELWHMX CeTel ToNbKO Ana cTaHaapTHbix OIDC URL.

B npunoxeHumn 2 npuseaéH npumep KoHOUrypaumoHHoro dakina nginx ansa TecToBon cpeapl.


https://repo1.maven.org/maven2/net/minidev/accessors-smart/2.4.7/accessors-smart-2.4.7.jar
https://repo1.maven.org/maven2/io/quarkiverse/systemd/notify/quarkus-systemd-notify-deployment/1.0.2/quarkus-systemd-notify-deployment-1.0.2.jar
https://repo1.maven.org/maven2/io/quarkiverse/systemd/notify/quarkus-systemd-notify/1.0.2/quarkus-systemd-notify-1.0.2.jar

HacTpolika moayns

MonydyeHune katoden B popmate CryptoPro (FOCT)

B cooTBeTcTBMU C NpoTOKoN0M 06MmeHa ¢ ECUA 3anpoc gonxeH 6biTb NoANMCaH 31EKTPOHHOM NoANMUCbIO
B dopmate FOCT, ana aToro NoHaZobUTCS KOHTEMHEP, COAEPKALLMI 3aKPbITbIN KNtod B popmaTe
CryptoPro u ceptudukat. Ana npomblwneHHoMn cpeabl ECUA 3Ty napy Bbl AOMKHbI NOAYYUTb B
aKKpeauToBaHHOM YL

[eHepayusa Knroveli 018 mecmosol cpedsi

[ns TecTtoBOM cpeabl 3Ty Napy MOMKHO CreHepmnpoBaTb B TectoBom YL, komnanumn «Kpuntollpo»:
https://testca2012.cryptopro.ru/ui/Default.aspx (ana goctyna Tpebyetca 6paysep, Noaaep>KUBatoLLNA
FOCT TLS, Hanpumep AHaekc.bpaysep nanm Chromium-rfOCT). Ha malwuHe, ¢ KOTOpo Bbl OTNpaBaseTe
3anpoc, A40NXKHO bbITb ycTaHoBneHo MO CryptoPro CSP Bepcun 5
(https://www.cryptopro.ru/products/csp).

Mocne 6ecnaaTHOM perncTpaumm 3amauTe B IMUYHbIA KaBMHET U 3anpocuTe BbiNyCcK cepTudUKaTa,
cnepyiite nHctpykuuam YL. Mpu Bbi6ope TMna 3anpalwmsaemoro ceptuduKarta — ebibupaiite K3M.

« @ ¢ https.//testca2012.cryptopro.ru/ui/1/account/NewCertificate.aspx
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ANTOPUTM XELHPOBAHHUS
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Co3patb


https://testca2012.cryptopro.ru/ui/Default.aspx

Mpu coxpaHeHMM 3aKPbITOrO K/oYa — COXPaHUTE ero Ha AWCK. B pesynbTaTe y Bac Ha AWCKe L0/KHa
NOABUTLCA ONPEKTOPUSA, COAEPIKALLANA 3aKPbITbIN Katod B popmate CryptoPro (Habop dalinos ¢
pacwupeHunem key).

« o ¢ https://testca2012.cryptopro.ru/ui/1/account/NewCertificate.aspx

BuifepuTe HOCUTENL ANA CO3RAHNA KOHTelHepa cbf31f262-0ef7
-afba-cad7-8258137e8c8

IE Peectp ~
Dﬂmpsmupma

@ﬂmckz

@ﬂMEKG

@D,MCKE

Hesocrunmele ana naHHoii onenauum -~

Tun npunoxeHus
CSP (14800920_79037909334)

Onncanne:

MCnonk3aoBartk ANA XpaHEHNA KNiouei CheMHLIR AUCK

OK OTMeHa leHepauma 3anpoca...

79037909334@mail.ru (Z2) »| cbf31f26.000

Mman - Jata nzmeHeHua Tun Pazmep

[ headerkey 04.03.2024 16:01 Gain "KEY" 1KB
[ masks.key 04.03.2024 16:01 Gain "KEY" 1KB
[ masks2.key 04.03.2024 16:01 Qain "KEY" 1KB
|:] name.key 04.03.2024 16:01 Main "KEY" 1KB
|:] primary.key 04.03.2024 16:01 Main "KEY" 1KB

[ primary2.key 04.03.2024 16:01 ®aiin "KEY" 1KB



CKkauaitte cdopmMMpOBaHHbIM MO BallemMy 3anpocy cepTudukaT u ¢ nomoubto CryptoPro CSP 3anuwute
€ro B 3TOT KOHTeMnHep.

BesonacHoCTh Winlogon HacTpoiiki TLS K. pUNToONpoBaMaEpPEI
Obwme DbopynosaHue Cepeuc JononHuTensHD ANropUTHBl

KOHTEAHED 3aKPEITOrD KNDYa

3TW MACTEPa NO3BONAKDT NPOTECTMPOBATL, CKOMMPOBATEL MK
¥YOoanuTe KDHTELT1HEFI 3AKPBITOrD KNoYa C HOCMTERA.

MpoTecTpoBaTh. .. CKONMMpOBaTH. .. Yaanute...

CepTMRMKaTEl B KOHTERHEDE SaKPEITOMD KNDYa

3TOT MACTED NOZEONAET MPOCMOTPETE CEPTHBMKATEI, HEX0AALMECA
B KOHTEAHEPE 3EKPEITOMD KNKDYa, M YCTAHOBMTE MX B XPaHUNKLLE
CEPTUHMKETOR,

MpocMOTPETE CERTUDMKETE! B KOHTERHEPE. ..

MWHHBIA cepTHhMKaT

3TOT MECTED NOZEONAET CBASETE CEPTMDMKAT 13 dalina c
KOHTEMHEDOM 38KPBITOMD KNKOYE, YCTAHOBME 3TOT CEpTUDMKET B
HPEHANMLLE,

YCTaHOBMTE NMMYHBIN CEPTUDMKET. ..

[laponi 3aKpbIThIX KNHHEN

3TW MACTEPS NOSEONADT M3MEHUTE Naponi (TMH-Koab!) 3aKpeITEX
KNHOYERA MM YAEMMTE 38N0MHEHHEIE PEHEE NEp0nM,

MzmeHuTE naponk... ¥AanMTE 3anoMHEHHEIE NaponM.. .

MopTan Texnonne KK Ok OTMEHE MPHMEHKTE




Takke ¢ nomoubto CryptoPro CSP HaguTe n ckonupymnTe nAeHTUPUKATOP 3aKPbITOro KAoya — 310
noHagobuTca Npu HacTPOMKe Moayns Yepes agMUHUCTPaTUBHbLIN MHTepdenc Keycloak.

MpoEEPKS 3ABEPILEHE YIMELHD olwKboK He oBHaPYHEHD A
KOHTEHHED 3aKPEITOrD KMKOYa NoNE30BaTENA
| [ chf31f262-0ef7-a66a-ca97-8258137=83 |
YHUKANBHOE MMA FAT124142300980_72037909334\bf31f26.000aF
FQCN W FAT12_Z\cbf31f262-0ef7-a66a-ca97-8253 137
MpoBEPKS LENOCTHOCTH KOHTEAHEPE  YCMeWHO
K oniod obMeHa OTCYTCTBYET
Konkou nognmom AOCTYMEH
AMMHE KHYE 512 fuT
SKCMOPT OTKPEITOrD KMOYa YEMELWHD
BEIMMWCNEHME OTKPEITOMD KIHOYE YEMELWHD
MMAOPT OTKPEITArD KKYa YCMEWHD
noanHce YCMELWHD
NPoBEPKE YCMELWHD
SKCNOPT KoYa pazpeLEH W
£ >

CHONWPOBaTE B Dyhep obMeHa

< Hazan loToBOD OTHeHa

MpoBepKa HacTPOeK B IMYHOM KabuHete ECMA

B cooTBeTcTBMM C pyKOoBOoACTBOM Mo paboTte ¢ ECUA BoliguTe B MnYHbIN KabuHeT ECUA, HallanTe B
CMM1CKe CBOK OPraHM3aLmio U B He MHGOPMALMOHHYIO CUCTEMY, A1 KOTOPOW Bbl HAacTpaMBaeTe JOCTyN,
BBEAUTE B CMUCOK paspelwéHHbix URL agpec cepBepa, Ha KOTOPOM Bbl YCTAHOBMIM BaLL 3K3eMMNAP
Keycloak.

Mocne atoro Ao6aBbTe NOAYYEHHbIN OT YL, cepTUdMKaT B CNUCOK cepTUPUKATOB MHPOPMALMOHHOM
cUCTEMBI.



KoHdurypauma moayns

KonnpoBaHuMe KoHTeliHepa 3aKpbITOro KAatoya (€ cepTUdUKATOM) Ha cepBep
CronupyiTte ¢alinibl KOHTEMHEPaA 3aKPbLITOFO K/1H04YA HA CEPBEP B AUPEKTOPUIO
/var/cprocsp/keys/keycloak

Mpumep daitnos B ANPEKTOPUM:

4
4
5

[ I Y

Co30aHue peanma

Co3pgaitTe peanm, B KOTOPOM ByAeT CKOHOUTYPMPOBaAH NpoBaiaep ayTeHTMdMKaummn yepes ECUA.
KpaliHe He pekoMeHAayeTca UCMOo/b30BaTh A/1A PeanbHbIX 3a[a4 co34aBaeMblil MO YMOAYAHUIO peanm
master. B npumepe co3aaHHbIN peanm Ha3blBaeTca esia, HazBaHWe BbIBPaHO NPOCTO A4As Npumepa.

KoHgpueypauyus nposatioepa aymeHmugpukauyuu yepe3 ECHA.
CospgainTte npoBangep ayTeHTUOMKALNM U CKOHPUTYPUPYNTE Ceaytowme napameTpbl:

1. UaeHTUOMKaTOpP KNMeHTa — MHeMOHMKa Bawein NC 8 ECUA.
2. CeKpeT KNreHTa - MHeMoHMKa Baweli MC B ECUA (aaHHoe nosie He Ucnosb3yeTcs B 0bmeHe).
3. XocT ECMA — ana TecTtoBOro KOHTypa 370 esia-portall.test.gosuslugi.ru

4. AnropuTm - BbIbUpaem anropuTm WrdpoBaHMUSA, MO KOTOPOMY CreHePMPOBaH OTKPbITLIN M 3aKPbITbIV
K/tou.

5. TN KoHTelHepa - BbIBUPaAEM TUM KOHTEMHEPa, B KOTOPOM XPaHMTCA 3aKPbITbIi KAoY. ECM KAtoy
XpaHuTca B $aiinosoi cucteme cepsepa — Bbibepute HDImageStore

6. NaeHTMdUKaATOp KOHTENHEpPA.



7. I'Iaponb K 3aKpPbITOMY K/TIKO4Y - €C/11 NapoaAa HET, TO OCTaB/siAeM noje nyCcrbim.

Mocne coxpaHeHWA 3ananTe B pegakTUPOBaHUE U B CeKLMU «[LONONHUTENbHbIE MapaMeTPbl» 3aMno/IHUTe
napametp «0O6sacTn», yKasas Tam Te 06/1acTH (Scope), KOTopble Bbl YKa3blBaN B 3asiBKE HA
nogxntoyeHune K ECUA. CoxpaHute HaCTPOMKK

= @EKEYCLO

5 TOCTABMIN MASHTUDHRALMN > GEBAGHHA O NOCTABLMEE
esia

Esiajcp
Vnpaenerme
e Hactpoikn | ConocTaenerma
Client scopes - o

P 0Bbwue HacTpokn Ornaenexie
Ponu Realm

URI httpsy/ftest.esia.playa.ru/auth/realms/esia/broker/esizjcp/endpoint L]

MonksosaTeny OBupte HacTpoik

nepenanpaenenun (O

Tpynnet
TlononHATENkHLIE HACTPOlik

Mgentngnratop mysystemtest -

Ceceun

Knuenta © @
Cobbmas
CernpertknMenta © () e

Kordpmrypaums
Nopanok

Hacrpoiin Realm oToGpaenna &

AyTeHTHHKaLMA
YTeHTHHKALY XocT ECHA & esia-portalliest.gosuslugiru

MocTaswmm nasHTWhHKaLMK

rprvane e Anropui © FOCT P 3410-2012 (256) .

Tunkonteneps @ HDImageStore .

MaeHTH(DMKATOD cbf31f262-0ef’

vontennepa @

Napone k3akpeiTomy  **0ee @

xnruy &

[lononHUTENLHEIE HACTPORKA

0O6nactu & openid fullname email mabile

xpanenme roxenos @ () Boin

NHdopmauma o nonb3oBaTesne, nofydaeman ns ECUA
NHbopmauus, nonydyaeman ns ECUA, npeobpasyetca B 06LMil 06BEKT U MOXKET HbITb MCNONb30BaHA ANA
CO34aHUA aTpubyTOB NO/Ib30BaTENA, NpoLleALero ayTeHTMMKaLMIO B NpoBanaepe.

Cocmas uHgpopmauuu
CocTaB MH$pOpMaLMM 3aBMCUT OT paspelLéHHbIX obnacTelt gocTyna (scope) 1 TpaHCcAMpyeTca B
COOTBETCTBYIOLLME KOANEKUMN OObEKTA:

KoHTaKTHaa nHpopmauma (scope “contacts’, ‘email’, ‘mobile’) xpaHuTca B Konnekuuu “ctts’
TpaHcnopTHbie cpeacTBa (scope “vehicles') xpaHutca B Konnekuum “vhls

Appeca (scope “addresses’) xpaHaTca B Konnekyum “addrs’

[LOKyMeHTbI yaocToBepatoLme AMYHOCTb (scope “id_doc’) B npoduie xpaHATCA B KOANEKUUN
‘docs’

5. OpraHusaumm, COTPYAHUKOM KOTOPbIX ABAAETCA AaHHbIM N0b30BaTe b (Scope ‘orgs’) XxpaHAaTca B

el

KONNEeKUun “orgs
6. [etun (scope “kid_usr_inf", 'kid_fullname’, "kid_birthdate’, kid_gender", “kid_snils’,
“kid_inn’,’kid_birth_cert_doc’, ‘kid_medical_doc’) xpaHaTcsa B Konnekumu “kids’

CTpyKTypa MHGOPMALUK, XPaHALLENCA B KONEKLMAX, COOTBETCTBYET CTPYKTYpe nHdopmaLmm,
nonydaemoit ns ECUA (cm. Metoauueckme pekomeHaaLmmn no ncnonbsosaHuio ECUA, MpunoxkeHue b.)

Mpumep npodunn



Mpumep npoduna nonb3oBaTens ¢ paspewéHHbIMK scope “contacts’, ‘email’, "mobile’, 'vehicles’,
‘addresses’, ‘id_doc’ npuBeaéH B NpunoxKeHumn 3

OnpedesneHue UuMeHU Nosb308aMerIA
Mma nonb3oBaTensd, nog KoTopbim oH byaeT ¢purypmposaTs B Keycloak, no ymonyanuto dopmupyetca
cneayrowmm obpasom:

1. Ecnm goctyneH mMobunbHbIN TenledoH, TO B KaUecTBe MMEHM NO/1b30BaTENS UCNO/b3YETCS OH (TONbKO
undpbl, oCTaNbHbIE CUMBOJbI GUNLTPYIOTCA)

2. Ecnn poctyneH agpec aneKTPOHHOM NoYTbl, TO UCMOAb3YeTCA OH
3. Ecam pgoctynen CHWJIC, To ncnonb3yetca oH

Mepeonpenenntb MMA NONb30BaTENSA, NOA KOTOPbIM OH ByaeT durypuposaTtsb B Keycloak, moxkHo yepes
CTaHAapTHbIN ana Keycloak mexaHmam Username Template Importer (ESIA-JCP)

3anonHeHue ampubymos noss3osameris
Mo ymonyaHuio gaHHbiMK 13 ECMA 3anonHaAoTCA cneaytowme atpnbyTbl Noab3oBaTens:

* email

* firstName

* lastName

[ns cospgaHmna nononHUTENbHbIX aTpMbyToB NoNb3oBaTeNa U3 06beKTa ncnonblyetcs Attribute Importer
n TexHosorma JsonPath

Mpumepsbl onpeaeneHnsa AoNoSHUTENbHbIX aTPUBYTOB.

1. MonyyeHnne CHWJ/IC nonb3osaTtens: $.snils (TpebyeTca paspeweHue Ha scope = shils)

2. MonyyeHne BepndULMPOBaHHOro MoBUAbLHOrO TenedpoHa nonbsosatensa: S.ctts[?(@.type=="MBT' &&
@.vrfStu=="VERIFIED')].value (TpebyeTtca pa3pelieHue Ha scope = phone)

3. MonyyeHue nacnopTHbIX AaHHbIX: S.concat($.docs[?(@.type=="RF_PASSPORT')].series, " ",
S.docs[?(@.type=="RF_PASSPORT')].number, " BoigaH ", $.docs[?(@.type=="RF_PASSPORT')].issuedBy)
(Tpebyetca paspeweHue Ha scope = id_doc)



Mpumep KoHOUrypaunum:

@IKEYCLO

MocTasuymm wgenTHbusayn > Cesgening o nocTasimre > WSMEHEHME CONOCTABNEHNS NOCTABLYMKA

MameHeHWe conocTaneHus nocTaelwnka

Ynpaenexue

KnuenTsl

Client scopes WaerTndpuratop

Ponu Realm
Hassanue * @

Monezoeatenu
Tpynnst Pewum Force
CHHXDOHW3aLMK * ()
Ceccum
THN CONOCTABNEHHA Attribute Importer (ESIA-JCP)
Cobbrmua
Kondurypauma MyTb Ao nonsa & S.ctts[?(@type=="MBT && @ ue
NOCTaBUHEE
Hacrpoii Realm uaeHTHgmrauun &
AyTenmudukalma
ATpnbyT verified_phone
NMocrasupmm ugeHTMEaLIM nonbsosarens (3

Denepauua nonk3oearenei

CoxpanuTe 3aKpeiTe




Mposepka paboTocnocobHOCTM NpoBaliaepa

[na nposepku paboTocnocobHOCTU NpoBaiaepa MOXHO BOCMNONb30BaTbCA BCTPOeHHbIM B Keycloak
NPUAOKEHNEM YNPaBAEHMA aKKayHTOM NO/b30BaTeNA, KOTOpoe AOCTYMHO No agpecy
https://S{keycloak_host}/S{keycloak_path/}realms/S{realm_name}/account/#/

[ns npoBepKn — 3ainanTe B 3TO NPUIOKEHUE ¢ nomoLbio ECUA.

MIKEYCLO

[obpo noxanoeaTts B KOHCOIb YNPaBneHns Ballen y4eTHOM 3an1ckHo

[ ]

a 9 G

INuuHaa nHhopMauna Be3zonacHoCTh MpunoxeHus

‘y‘npa ENEHWE OaHHBIMK O MamereHne mapona u OTcnexureaiiTe u

cebe AOCTYNa K y4eTHON 3anucu YNpaBnANTE paspeLueHMAMA

npun OHEHWIA Ha AOCTYN K

IR MHDOpMaLWA Bxon BaLUEi yYSTHOI 3anKch

AxTHEHEIE YCTPOACTEE
Linked accounts MprnoseHun




Mpu Bxoge HaxKMMalTe Ha KHOMKY NI0rMHa Yyepes nposaiiaepa «ESIA (CryptoPRO)»

Bxoga B YYETHYHD 3archb

WMus nonczoBaTens win E-mail

I

Or sign in with

ESIA (CryptoPRO)

Ha cTpaHuue nornHa ECUA BBeauTe AaHHble N0Ob30BaTENA, 3aPETMCTPUPOBAHHOIO HA 3TOM KOHTYype

rocycnyru

Tenedod / Email / CHIANC

000-000-600 06

Mapane

seseRRRR '

BoccTaHOBMTE

Bo#wTH

Boittu gpyrium cnocoBom

311, noanMce

He yoaétca souTm?




Mocne normHa B ECUA Bbl moxKeTe yBMNAOETb AaHHbIE NO/1b30BaTE/IA, COOTBETCTBYHOLLYIO MHd)OpMaLI,MVI n3

ECHNA

= @IKEYCLC

Tuunan uHdopmauma

BezonacHocTs

MpunoxeHna

Nuynas nudopmauma

Ynpaenexue aaxHeIMK © cebe
Bce nonA ofAsaTentHL

WmA nonesosatena

79262464800

Buixon

E-mail

esiatestO06@yandexru

Hua

AnHa-Huxons

Damunua

MeTposa

BriGop A3bika *

Pycoruit

CoxpaHuts Otmena

AnHa-Huronk MNetposa

B agmuHUCTpaTMBHOM MHTEpdelice Keycloak nosasutca nonb3oBaTenb, TakkKe y Hero byayT 3ano/HeHbI
aTpubyTbl, Ha KOTOPbIe HAaCTPOEHbI CONOCTaBNEHMSA (B 4aHHOM nNpumepe — 3To verified_phone n

verified_email)
= @EKEYCLO

esia

¥npaenenue
KnuenTe
Client scopes
Ponu Realm
Monszosatenn
pynnet
Cecoum

Cobumun

Kondgurypawus

Hacrpoiias Realm

AyTtenmuduralma

MNocTaBupk MAeHTUDUKALIMK

DPegepaunn nons3oearenei

Monesosatenk > Userdetalls

Ceccum

79262464800

Oetanu ATpuGyTel YUETHLIE flaHHLIe Role mapping Tpynnkl Cornacus CCuINKU NOCTABLYMEA MASHTHDUKALIW
WoeHTHbKEaTOP * 02c90577-bfed-432d-b262-364a2ecc533e
Cosgan * 07.03.2024,12:22:17

Tpebyembie aeficTEMR

oT nenwsosatens &

WmA nonk3osatena *

E-mail

Nopreepxaenne E-

mail &

Wma

Damunmua

79262464800

esiatestO06@yandex.ru

a MNo

AnHa-Hukons

Metposa




@EKEYCLO

Ynpasnetue
Knuents!
Client scopes
Ponu Realm
Mons3ogatenn
Tpynnet
Ceccun

Coburmua

Kondpurypauma
HacTpoiii Realm
AyTerTchMKaLMA
MocTaBuprn naeHTMGHEALIM

DenepauyA nonk3oBarenai

Monesosaten > User detalls

79262464800

Deranu ArpubyTe YyeTHsle gaHHEle

Tpynnet Cornacus

Ccrinkn nocTaewmEa uaeHTHDUKALWMN

Kntoy 3navenue
verified_phone +7(926)2464800 [-]
verified_email EsiaTestO06@yandex.ru Q
© Add an attribute

CoxpanuTe OTMeHNTE

Ceccin



MpunoxkeHune 1. KoHdUrypaumoHHble dainbl ana 3anycka cepsepa Keycloak ¢ nomouipto
MexaHu3ma system.

/etc/systemd/system/keycloak.service
[Unit]

Description=Keycloak Server
After=network.target
Wants=network.target

[Service]

Type=notify
AmbientCapabilities=CAP_SYS_ADMIN
User=keycloak

Group=keycloak
EnvironmentFile=/etc/keycloak/keycloak.conf

ExecStart=/opt/keycloak-23.0.7/bin/kc.sh start --http-port=8080 --log=console,file --log-
file=/var/log/keycloak/keycloak.log

[Install]

WantedBy=multi-user.target
/etc/keycloak/keycloak.conf

JAVA_HOME=/opt/jdk-pro-17.0.10
KC_DB=postgres

KC_DB_PASSWORD=***
KC_DB_USERNAME=keycloak
KC_DB_URL=jdbc:postgresql://localhost/keycloak
KC_FEATURES=token-exchange

KC_PROXY=edge

KC_HOSTNAME_STRICT=false
KC_HOSTNAME-=test.esia.playa.ru
KC_HTTP_RELATIVE_PATH=/auth

KC_LOG_LEVEL=ru.playa:DEBUG



MpunoxeHue 2. NMpumep KOHOUTYpaLUMOHHOro Gaina Nginx AN TECTOBOTO KOHTYpa.

server {
listen 443 ssl http2;
server_name test.esia.playa.ru;
proxy_buffer_size 64k;
proxy_buffers 4 64k;
proxy busy buffers_size 64k;
ssl_certificate  /etc/letsencrypt/live/test.esia.playa.ru/fullchain.pem;
ssl_certificate_key /etc/letsencrypt/live/test.esia.playa.ru/privkey.pem;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;
keepalive_timeout 70;
ssl_ciphers HIGH:!aNULL:!MD?5;
ssl_prefer_server_ciphers on;
access_log /srv/wwwy/test.esia.playa.ru/log/access.log;
error_log /srv/wwwy/test.esia.playa.ru/log/error.log;
root /srv/www/test.esia.playa.ru/www;
gzip on;
gzip_proxied any;
gzip_comp_level 6;
gzip_buffers 16 8k;
gzip_min_length 256;
gzip_types
text/plain
text/css
application/json
application/javascript
application/x-javascript
text/xml
application/xml
application/xml+rss

text/javascript



application/vnd.ms-fontobject
application/x-font-ttf
font/opentype

image/svg+xml

image/x-icon;

location /auth {
proxy_pass http://localhost:8080;
proxy_http_version 1.1;
proxy_set_header Host Shost;
proxy_set_header X-Url-Scheme Sscheme;
proxy_set_header X-Host Shttp_host;
proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto Sscheme;
client_max_body_size 400m;
client_body_buffer_size 128k;
proxy_connect_timeout 7200;
proxy_send_timeout 7200;
proxy_read_timeout 7200;

expires -1;

location /.well-known {

root /srv/www/test.esia.playa.ru/www;

server {
listen 80;
server_name test.esia.playa.ru;

location /.well-known {



root /srv/www/test.esia.playa.ru/www;

}

location / {

return 301 https://test.esia.playa.ruSrequest_uri;



MpunoxerHune 3 [Mpumep npoduna nonb3osaTens.

Mpumep npoduna nonb3oBaTens ¢ paspewéHHbIMK scope “contacts’, ‘email’, “mobile’, 'vehicles’,
‘addresses’, ‘id_doc’

{
"stateFacts": [
"EntityRoot"
],
"firstName": "ma004",
"lastName": "®amnnna004",
"middleName": "OT14yectB0004",
"birthDate": "04.12.1986",
"gender": "M",
"trusted": true,
“citizenship": "RUS",
"snils": "000-000-600 04",
"updatedOn": 1675139896,
"vehicles": {
"totalSize": 1
}
"rfgUOperatorCheck": false,
"status": "REGISTERED",
"verifying": false,
"rldDoc": 222686,

"containsUpCfmCode": false,

"eTag": "4D8A144DBDA5DD536CE39E95B86DF65CAA84ADBE",
"addrs": [

{
"stateFacts": [
"Identifiable"
],
"id": 137916,

"type“ : n PLVII'



"countryld": "RUS",

"addressStr": "o6n. MockoBcKas, r. banawwxa, mkp. 1 Mas",
"fiasCode": "da5f6bba-281f-4900-8627-2543c85abf71",
"zipCode": "143911",

"region": "MockoBcKas",

"city": "Banawmxa",

"settlement": "1 Maa",

"house": "36",

"flat": "140",

"eTag": "210D568CDDBC5FESEED5816ECFBD50B340885378"

"vhis": [

"stateFacts": [
"Identifiable"
1,
"id": "84670",
"name": "Wwpycnep umnepuan nebapowa",
"numberPlate": "A301BX76",
"regCertificate": {
"series": "1111",
"number": "111111"
b
"vrfStu": "NOT_VERIFIED",

"duplicate": false,

"eTag": "D71F669F2296EB4DE25CE400EC91DC7F4927093A"

"stateFacts": [



"Identifiable"
],
"id": 14292556,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(930)7537466",
"otpCodelength": 4,

"eTag": "6C388EFECFBO5EBD8F88539E4BB370C56607A550"

"stateFacts": [
"ldentifiable"

],

"id": 14292556,

"type": "MBT",

"vrfStu": "NOT_VERIFIED",

"value": "+7(930)7537477",

"otpCodelength": 4,

"eTag": "6C388EFECFBO5EBD8F88539E4BB370C56607A550"

"stateFacts": [
"Identifiable"

],

"id": 14434559,

"type": "PHN",

"vrfStu": "NOT_VERIFIED",

"value": "+7(499)3213211",

"otpCodelength": 4,

"eTag": "AA1806DDEED6FC8841B3DA99A99EAS53A8E6EF735"



"stateFacts": [
"Identifiable"
1,
"id": 14492654,
"type": "EML",
"vrfStu": "VERIFIED",
"value": "EsiaTest004@yandex.ru",

"otpCodelength": 4,

"eTag": "EBD4F3D407CBF92F2367108838483F2B3542CCC6"

"docs": [

"stateFacts": [
"EntityRoot"
],
"id": 222686,
"type": "RF_PASSPORT",
"vrfStu": "VERIFIED",
"series": "4545",
"number": "445587",
"issueDate": "04.01.2023",
"issueld": "545444",
"issuedBy": "mBa",
"eTag": "C374DDAC25E11CCE5407FB1CB81CB0047A8C43D9"
}
],
"username": "79307537466",
"email": "EsiaTest004@yandex.ru",

"sbjlD": "1000299656"



